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Previously

* We looked at historical ciphers
 Shift, Substitution, Vigenere, Hill

* Popular war era cryptography machines such as the Enigma cipher
used by the German army was based on a more sophisticated
substitution cipher

* Relies on secret sharing

* 1950 -
* Modern ciphers

https://en.wikipedia.org/wiki/Timeline_of cryptography



Symmetric Encryption

* Private key encryption

* Shared secret

» Secret key

* The secret key has to be shared securely between Bob and Alice

* A locked briefcase
* You need to know the combination to unlock

Key Key

Ciphertext ———— blEleaaiiel) Plaintext

Plaintext




Symmetric Encryption Security Application

e Confidentiality

* Very fast compared to asymmetric encryption

* Because of this, a hybrid approach is often used in practice

Symmetric key
(shared secret,
known to A & B)

Hi B b Hi Bob
Alic _l Alice
/ Ciphertext :
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C =Cipher text .
M = Message (plaintext)
K = Secret Key .

E = Encryption function
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Challenges with symmetric cryptography

* The 2 parties must agree on secret key

e Key management problem

* Not scalable: Users require many keys to manage. Users need unique pair of
keys

e Key distribution problem
* Requires a secure mechanism to deliver keys properly

* Does not provide non-repudiation
* Limited authentication (e.g. MAC)



A little about Boolean Algebra

We are particularly concerned with the Exclusive-OR (XOR) operator in cryptography

The XOR Truth table: XOR is equivalent to modulo 2 system

A B A XOR B A mod B
0 0 0 0
0 1 1 1
1 0 1 1
1 1 0 0
e.g.
1000001, € 0110110, = 1110111, 1 0 0 0 O




Conversion between common number
systems

* Binary
e Decimal
e Hexadecimal



Decimal to Binary

65,, =1000001,

Divisor Dividend Remainder
2 65
2 32 1
2 16 0
2 8 0
2 4 0
2 2 0
2 1 0
0 1

54,, = 110110,

Divisor Dividend Remainder
2 54

2 27 0

2 13 1

2 6 1

2 3 0

2 1 1

2 0 1




Binary to Decimal

Convert 1000001, to decimal number

Nig=a, x2" 1 +a,_{ x2" 2%+ ... +ay X 2° where n = number of bits and a is the bit at n location

Nip=1x2°40x%x2°4+0%x2*+0x23+0x224+0x21+1x2°
=64+0+0+0+0+0+1=65



Binary to Hexadecimal

Break down the bits into nibbles (4-bit) group from right to left.
If the last bits are not up to 4, pad with zeros from left (MSB)
Convert each nibble to decimal

If (11ecimal is greater than 9, encodeas A=10,B=11,C=12,D=13,E=14,F
=15

Convert 1000001, to Hexadecimal number

1000001 = 0100 0001

0100=4
0001=1

=41,



Hexadecimal to Binary

e Obtain the binary digits (nibble) for each number from the
hexadecimal number

e Put all the binary together into one binary sequence.

e Convert back to decimal

Convert 41, to binary

41, = 0100 0001,



Exercise (5mins)

* Convert 76 to binary
e Convert A5 to Decimal
* Convert 1000100101, to hex



Solution

+ 76 = 1001100,
* A5 = 1010 0101, = 165
» 1000100101, = 0010 0010 0101 = 225hex



Character encoding

ASCIl Hex Symbol | ASCIl Hex Symbol | ASCIl Hex Symbol | ASCIl Hex Symbol

64 40 @ 80 50 P 96 60 ) 112 70 p
65 41 A 81 51 Q 97 61 a 13 71 g
66 42 B B2 52 R 98 62 b 114 72 r
67 43 C 83 53 S 99 B3 ¢ 15 73 s
68 44 D B4 54 T 100 b4 d 116 74 t
69 45 E 85 55 U 101 65 e M7 75 u
70 46 F 86 56 V 102 66 f 18 76 v
71 47 G B7 &7 W 103 67 g M9 77w
72 48 H 88 58 X 104 68 h 120 78  x
73 49 I B9 59 Y 105 69 i 121 79 y
T4 4A ) 90 s5A Z 106 B6A | 122 7TA 2
75 4B K 91 5B [ 107 6B k 123 7B {
76 4C L 92 5C \ 108 BC I 124 7C |
77 4D M 93 sD | 108 6D m 125 7D}
78 4E N 94 5E A 110 BE n 126 7TE -~
79 4F O 95 5F 111 6F o 127 7F
Plaintext: BERGEN IS BEAUTIFUL ASCII: 6669827169781277383127666965858473708576

HEX: 42455247454E7F49537F42454155544946554C

Binary: 1000010010001010101001001000111010001010100111001111111010010010101001101111111010000100100010101000001010101010101010001001001010001100101010101001100



Block vs. Stream Ciphers

* Block Ciphers: Successive plaintext elements are obtained using the
same Key K

Y =YYy . = eg(xy)eg(xy) ...

* Stream Ciphers: Generate a key stream Z = z,z,... to encrypt a
plaintext x = x;X,...

Y =Y1V2 o = €z, (X1)e,(X2) ...



Stream Ciphers

* The plaintext, the ciphertext and the key stream consist of individual bits.
* xi, Vi, ki €1{0,1}

Encryption: y; = e, (x;) = x; + k; mod 2

Decryption: x; = dy,(y;) = y; + k; mod 2

This is an XOR operation
And both the encryption and decryption are the same function



Example

Alice wants to encrypt the letter A using the keystream k =0101100 and send it to Bob
ASCII value for A =65,

65,, = 1000001,

3

A = 1000001,

1 0 0 0 0 0 1

1101101 =m
> 1 1. 0 1 1 0 1
D
0 1 0 1 1 0 O
1 0 0 0 0 0 1
A =1000001,



Security in cryptography

Kerckhoffs' Principle: The security of a cryptosystem must not depend on
keeping secret the crypto-algorithm. The security depends only on keeping secret
the key.

Security by obscurity

* Computational security
* Unconditional security



Unconditional security

* A crypto system is unconditionally secured or information-
theoretically secure if it cannot be broken even with infinite
computational resources

* Assumes no limit on computational resources
e e.g. One-Time Pad

» Key stream is generated by a true random number
* Encryption key length is the same as the length of the plaintext
* and each key is used only once (not repeated)
* All known practical algorithms are not unconditionally secure
* We only think about computational security



Computational Security

* A crypto system is computationally secure if the best known
algorithm for breaking it requires at least t operations
* But we don’t know what the best algorithm is for a given attack

* And if we know the lower bound of the complexity of one attack, we do not
know whether any other more powerful attacks exist (e.g. substitution cipher)

* For a symmetric cipher, we can only hope that there is no attack
method with a complexity better than an exhaustive key search



Basics of cryptography

e Confusion
e Diffusion
* Key secrecy



Confusion

An encryption operation where the relationship between key and ciphertext is obscured. A common
approach for achieving confusion is through substitution

]Ea Idea #I: Canfuaian‘l

It's a good idea to obscure the relationship
between your real message and your ‘encrypred’
message. An e:ample of this "confusion is the
frusty or Caeaar Cipher:

e

Haintexs: ﬁ T T ﬁCH .ﬁ. T Dr‘l"lr-"N
YEL LIl Al L
Cipherrexs: DWWDFN DW GDZQ

A+ 32 lerrers =D

_.--l




Diffusion

An encryption operation where the influence of one plaintext symbol is spread over many ciphertext
symbols in order to hide the statistical properties of the plaintext. Bit permutation is one approach to
achieve diffusion.

lBig Idea #2: Di'F'Fuaian}

It's also a good idea to spread our the
message. An examp!e of this diffusion’

is a airnple column fransposition:
rd

ACD, TKA TAW ATN
L Diffused I:"f E} spots




Key secrecy

LBig Tdea #3: Secrecy On'y in the ﬁey/

Afrer thousands of years, we learned
that it's a bad idea to assume that ne
oné knﬂWﬂ hﬂw }fau!'" ma*hﬂd w-ﬂrka.
S.ﬂmeane wl“ evenfun“y 'Flnd 'rha-r ouft.

-

Tell me how it worksl

Ok...
Great! Now 1 \
car dECﬂdE

f:v:r}r-rhin_g!

/1

)

BAD

[

e —— o
1

Tell me how i+ worksl!

Ne problem! It's

&r il-:lp-zdia., bur

_--.--.h‘_.""‘!.h I dﬂ'ﬁl’* ['""Iﬂw THE
key.
D }f I )
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Block ciphers — basic idea

e Operates on a fixed size block of data (e.g. 128bits blocks)

* Uses a secret key (relatively same length)

* If the final block size is less than the fixed size, it must be padded
* Based on Feistel and SP networks

Key Key

Plaintext
Block

Ciphertext Decrypt block
Block

Plaintext
Block




Feistel Cipher vs. SP Network

Lo K, R
i Ky -d—0—d—4
S— f [— Sls|ls|ls
>< diffusion
Ko
] K|, —&—d—6—4
S— [ |— sltslls]ls

|>< diffusion
NN



Feistel Cipher

* Examples of Block Ciphers using a Feistel structure:

* DES
e Published 1977
* Designed by IBM

* Blowfish
e Published 1992
e Designed by Bruce Schneier

* RC5
e Published 1994
* Designed by Ron Rivest



SP Network

Examples of Block Ciphers using a SP Network structure:

* AES (Rijndael)
* Published 1998
* Designed by Vincent Rijmen and Joan Daemen

* CAST-128
* Published 1996
* Designed by Carlisle Adams and Stafford Tavares

* IDEA - International Data Encryption Algorithm
* Published 1991
* Designed by Xuejia Lai and James Massey



Modes of Operation

* How to encrypt messages with arbitrary-length using a block cipher
* We divide message into blocks
* Then, we encrypt each block independently

* The last block may need to be extended to fit the block size
e Padding

* Some modes need an additional input value
* |nitialization vector



Padding

 Different padding schemes

* Zero
« ...| DD DD DD DD DD DD DD DD | DD DD DD DD 00 00 00 00 | (add zero bytes)
OneAndZeroes Padding

 ...| 10111001 1101 0100 00100111 0000 0000 | (padded with 0x80 byte and add zeros to
make the desired bytes)

ANSI X923

- ..|DDDD DD DD DD DD DD DD | DD DD DD DD 00 00 00 04 | (last byte specifies the number
of padded bytes with the other padding bytes as zero)

1ISO 10126

- ..|DDDDDDDDDDDDDDDD | DD DD DD DD 81 A6 23 04 | (last byte specifies the
number of padded bytes with other bytes randomly chosen)

PKCS#5

« ...| DD DD DD DD DD DD DD DD | DD DD DD DD 04 04 04 04 | (append required byte length
repeatedly)



Padding security

* Good padding scheme
* Padded bit/bytes are random

* Encryption does not conceal the length of the message being
encrypted

* Choice of padding scheme affects message security



Initialization Vector (1V) - Nonce

* It is a fixed-sized input value
* Should be random

* Unique

* Unpredictable



Modes of Operation

* Electronic Code Book (ECB) Mode
 Cipher Block Chaining (CBC) mode
 Cipher Feedback mode (CFB)

e Output Feedback mode (OFB)

e Counter mode (CTR)



Electronic Code Book (ECB) Mode

» Split the message into blocks of n bytes of data (e.g. 16bytes)
* Pass each block through the encryption algorithm

e Uses the same key each time

Plaintext O

Key—

Ciphertext O

Plaintext 1

Key

Plaintext 2

Key—



ECB Mode

 Strengths

* No need of block synchronisation

* If there is transmission problems or bit errors, it is still possible to decrypt received
blocks

* Block ciphers in ECB mode can be parallelized

 Weaknesses

* Encryption is highly deterministic (i.e. Identical plaintext block results in
identical ciphertext block)

* Plaintext blocks are encrypted independently of previous blocks
* Plaintext patterns are still visible after encryption



Cipher Block Chaining (CBC) mode

* Encryption is dependent on values from the previously encrypted block

* The encryption of all blocks are chained together
* Each plaintext block is XOR’ed with the previous ciphertext block before encryption

* The encryption is randomized using an initialization vector (IV) (nonce)

Plaintext O

Plaintext 1

Initialization Vector (V)

> XOR

Ciphertext 0

Plaintext 2

_—-



CBC Mode

e Strengths
* Same messages using the same keys will be encrypted to different ciphertexts
* Message can be decrypted from any part and decryption function can therefore be parallelized
* Plaintext patterns are not visible (blurred)

* Weaknesses
* Encryption has to be performed sequentially
* Bit error in one block affects preceeding blocks

Initialization Vector (IV) Ciphertext Ciphertext Ciphertext
LITTTT 1]
v v v
Block Cipher Elock Cipher Block Cipher
Key | Decryption Key = Decryption Key =  Decryption
' Y v
(ITTTTT1] ITTTTTTT1] [TTTTT]
Plaintext Plaintex Plaintext

Cipher Block Chaining (CBC) mode decryption



Output Feedback Mode (OFB)

* The whole output of the previous block’s calculation is used as input for the next block’s
encryption

* Uses the block cipher as a building block to build a stream cipher encryption scheme

* The output of the cipher gives key stream bits that can be used to encrypt plaintext bits using the
XOR operation

Initialization Vector (I1V)
HNEEEEEENEEEE

| l l

block cipher block cipher block cipher
Key encryption Key encryption Key encryption
Plaintext | Plaintext Plaintext
IIIIIIIIIIIIII—P—? LTI PPl )—= LTI PPl )—-

HINEEEEEEREEER HNENEEENENEEE HNENEEENENEEE
Ciphertext Ciphertext Ciphertext




OFB Mode

* Strengths
» Keystream can be pre-computed
* No padding
* Weaknesses
* Keystream computation cannot be parallelized
» Susceptible to bit-flipping attacks

Initialization Vector (IV)
[TTTTTTT]

v v v
Block Cipher Block Cipher Block Cipher
Key —=  Encryption Key —=| Encryption Key —=| Encryption
Ciphertext Ciphertext Ciphertext .
v v v
[T LT T] CITTTTT] [(TTITTTT]
Plaintext Plaintext Plaintext

QOutput Feedback (OFB) mode decryption



Cipher Feedback (CFB) Mode

* Previous ciphertext is used to encrypt the next block of data
» Similar to OFB but uses only the ciphertext as feedback

Initialization Vector (I1V)
LTI ITTd

¢ l l

block cipher block cipher block cipher
Key encryption Key encryption Key encryption
Plaintext Plaintext Plaintext
IIIIIIIIIIIIII—|+ IIIIIIIIIIIIII—|+ IIIIIIIIIIIIIIF%

HEEEEEEEEREEE HEEEEEEEEREEE HEEEEEEEEREEE
Ciphertext Ciphertext Ciphertext




CFB Mode

e Strengths
* No padding
* Decryption can be parallelized

* Weaknesses
* Encryption cannot be parallelized
* No pre-computation of the keystream
* Susceptible to bit-flipping attacks

Initialization Vector (IV)
I

L L L

Block Cipher Bloack Cipher Block Cipher
Key = Encryption Key = Encryption K.ey = Encryption

B +—[IIIITT] B +— [T B =[]
il Ciphertext 3 Ciphertext ¥ Ciphertext
[ITTTTTT [ TTTTTT] [TTTTTTI
Plaintext Plaintext Plaintext

Cipher Feedback (CFB) mode decryption



Counter (CTR) Mode

* Also uses block cipher as a stream cipher

* The input to the block cipher is a counter that takes new value each
time a new key stream is computed

* Encryption/decryption of a block does not depend on the previous
blocks

Monce Counter Monce Counter Monce Counter
c59bcf35. e lelelelelelele! c59bc 35, 00000001 c59becf35. E00E0R02

ENENEEERENEEE CLTTTTTTPPPTT LITTTTTPPPTTTl
| { {

block cipher block cipher block cipher
encryption encryption encryption

Key —= Key —=

Plaintext ——= Plaintext ——= Plaintext ——=
e crrrrrrrrrrrrd HEEEEEEREEEEE

OTTTTTTTTTTT] [(CTTTTTTTTTTT] (CTTTTTTITTTTT]
Ciphertext Ciphertext Ciphertext




CTR Mode

e Strengths
* Encryption and decryption can be parallelized
* No padding
* Keystream can be pre-computed (in parallel)
* Weaknesses

* Dangerous when key and nonce/counter are reused
* Susceptible to bit-flipping attacks

Monce Counter Monce Counter MNonce Counter
c59bcf35. .. Qoooooo0 Cc59pbcf35, .. 0ooo0001 c59bcf35... Qoo0oo02

[CTTETTITTTITTOT [TTTTTTTITTTTId [CCTTTTTTTTTTTTTT
v ' '

Key = | Block Cipher Key = Block Cipher Key = | Block Cipher
Encryption Encryption Encryption

Ciphertext - Ciphertext . ] Ciphertext -
TTTTITTITTITTTTT] COOTTTITITTITTT OTTTITTITTITTTTd

T T T

TTITTTTTITTITTT] [TTTTTTTTTTITTdT [TITTTTITTITITd

Plaintext Flaintext Plaintext

Counter (CTR) mode decryption



Data Encryption Standard (DES)

* Published by National Institute of Standards and Technology (NIST)
e Replaced in 1999 with Advanced Encryption Standard (AES)
* DES encrypt 64 bits length of blocks using 56 bits key size

e Uses the Feistel network

64

DES

64

56



Feistel Network

* Symmetric structure named after the German IBM cryptographer Horst Feistel

* Product ciphers
e Permutation (bit-shuffling) - produces diffusion Encryption
* Non-linear functions (substitution boxes or S-boxes) — produces confusion Plaintext
* Linear mixing using XOR to perform confusion and diffusion Lo Ro_|

If f is the round function and k4, k,, -, k,, are the subkeys for the rounds
1,2,---,nrespectively

Split the plaintext x into 2 equal pieces (L1, R1)

For eachroundi =1,2,---,n,we compute:
Liv1 = R;
Riy1=L; ® f(R;, k)

The final ciphertext y = (Ry4+1, Ln+1)

h A Y
| Rn+1 | |—n+1 ‘
Ciphertext




Feistel Network

To decrypt a ciphertext y = (R,,, L,,) we basically reverse the process:

Decryption
Ciphertext
‘ Rn+1 ‘ I—n+‘l ‘

For eachroundi =n,n—1,---,1, we compute:

R;i = Litq

Li = Ri11 @ f(Li+1, ki)

The final plaintext x = (L141,k;)

4
e |F

v v
| Lo | Ro |

Plaintext




Data Encryption Standard (DES)

1. Initial Permutation (IP) of 64-bit
plaintext x

2. Split x into 2 equal parts (32-bit each)
i.e. Lyand R,

3. Create 16 subkeys (k;,...k;¢) from k

4. 16 rounds of encryption (Feistel
structure)

Foreachroundi=1,2,---,n,(n = 16)
we compute:
Liv1 = R;

Riy1 = L; D f(R;, k)
Output = (Rp+1, Ln+1)

5. Final permutation
Inverse of IP (IP) is performed on (R, L1

‘_

X

|

Initial
Permutation

\ 4

Encryption
Round 1

:
A 4

Encryption
Round 16

\ 4

Final
Permutation

!

y




Nearly working Example

* Plaintext Message M = 0123456789ABCDEF
* K=133457799BBCDFFI

In binary format

M = 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 10101011 11001101 11101111

K=00010011 00110100 01010111 01111001 10011011 10111100 110111171 11110001



1. Initial Permutation (IP) of 64-bit plaintext x

1, 64

M = 0000 0001 0010 0011 0100 0101 01100111 1000 1001 10101011 1100 1101 1110 1111_|

|

I P

58 50 42 34 26 18 10
60 52 44 36 28 20 12
62 54 46 38 30 22 14
64 56 48 40 32 24 16
57 49 41 33 25 17 9
59 51 43 35 27 19 11
61 53 45 37 29 21 13
63 55 47 39 31 23 15

|

N U1l WkE oo N

IP=1100 1100 0000 0000 110011001111 11111111 0000 101010101111 0000 1010 1010




Inverse of permutation table (revisited)

IP -> P
I P
58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7

58

60

62

64

57

59

61

63

50

52

54

56

49

51

53

55

42

44

46

48

41

43

45

47

34

36

38

40

33

35

37

39

26

28

30

32

25

27

29

31

18

20

22

24

17

19

21

23

10

12

14

16

11

13

15




We need to find the inverse of IP (IP1)

58 ||50 42 |34 |26 |18 |10 |2
Pt |55 |53 |51 |49 |56 |54 [52 |50
[ Teo |52 |42 |36 |28 |20 |12 |a
Pt |39 |37 |35 |33 |40 (38 [36 |34

62 |54 |46 |38 [30 [22 |14 |6
Pt [23 |21 |19 |17 |24 |22 |20 |18

64 |56 |48 |40 [32 |24 |16 |38
Pt |7 5 3 1 8 6 4 2

57 (49 |41 |33 |25 |17 |9 1
Pt [63 |61 |59 |57 |64 |62 |60 |58

59 (51 |43 [35 |27 |19 |11 |3
Pt (47 |45 |43 |41 |48 |46 |44 |42

61 |53 |45 |37 |29 [21 [13 |5
Pt [31 |29 |27 |25 |32 |30 |28 |26

63 |55 |47 |39 [31 [23 [15 |7
Pt (15 |13 |11 |9 16 |14 |12 |10




40
39
38
37
36
35
34
33

RN WS 0oy J 0

48
47
46
45
44
43
42
41

16
15
14
13
12
11
10

56
55
54
53
52
51
50
49

24
23
22
21
20
19
18
17

64
63
62
6l
60
59
58
57

32
31
30
29
28
277
26
25

58 50 42 34 26 18 10 2
IP1 | 55 53 51 49 56 54 52 50
60 52 44 36 28 20 12 4
IP1 | 39 37 35 33 40 38 36 34
62 54 46 38 30 22 14 6
pl | 23 21 19 17 24 22 20 18
6 48 40 32 24 16 8
Pt 17 5 3 1 8 6 4 2
57 49 41 33 25 17 9 1
Pt | 63 61 59 57 64 62 60 58
59 51 43 35 27 19 11 3
Pt | 47 45 43 41 48 46 44 42
61 53 45 37 29 21 13 5
Pt | 31 29 27 25 32 30 28 26
63 55 47 39 31 23 15 7
Pt | 15 13 11 9 16 14 12 10




2. Split x into 2 equal parts (32-bit each) i.e. L,and R,

1100 1100 0000 0000 1100 11001111 11111111 0000 10101010 1111 0000 1010 1010

IP

Ly
1100 1100 0000 0000 1100 110011111111

Ry
1111 0000 1010 10101111 0000 1010 1010

X
L, ! R,
kq
Ly R, k,
Kn

2 «—



3. Create 16 subkeys (k,,...k,¢) of 56bits length from k

K=00010011 00110100 01010111 01111001 10011011 10111100 11011111 11110001

PC-1
57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4

\ 4

K+=1111000 0110011 0010101 0101111 0101010 1011001 1001111 0001111

. v

C,=1110000110011001010101011111

C,,=1111000011001100101010101111

D,=1010101011001100111100011110

D, =0101010101100110011110001111

C,=1111000 0110011 0010101 0101111 D, =0101010 1011001 1001111 0001111

\ 4

Iteration Number of
Number Left Shifts

WU s WN

FRORNONNONONNENDNDNDNDNDN P

14 17 11

23 19 12
16 7 27
41 52 31
30 40 51
44 49 39
46 42 50

A
PC

2

24
6

20
37
45
56
36

1 5
21 10
26 8
13 2
47 55
33 48
34 53
29 32

A

y

K, =000110 110000 001011 101111 111111 000111 000001 110010

K¢ =110010 110011 110110 001011 000011 100001 011111 110101

48bits subkeys




For eachroundi=1,2,---,n,(n = 16) b

we compute:
Liy1 = R;

Riy1= L ® f(Ri, k;)

Output = (Rp+1,Ln+1)

Fori=1

K, =000110 110000 001011 101111 111111 000111 000001 110010
L,=R,=11110000 1010 1010 1111 0000 1010 1010

R, = L1 @ f(Ry, k)

f(Rq,kq1)??

2

X

|

Initial
Permutation

A

y

Encryption
Round 1

|

v

Encryption
Round 16

A

y

Final
Permutation

!

y

< kig




How f(Rq, kq) works

R,=1111 0000 1010 1010 1111 0000 1010 1010

E BI T- SELECTI ON TABLE

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13

12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 217 28 29
28 29 30 31 32 1

E(R,) =011110 100001 010101 010101 011110 100001 010101 010101

D

K, =000110 110000 001011 101111 111111 000111 000001 110010

S,(B,)S,(B,)S;(B5)S,(B,)Ss(Bs)Ss(B¢)S,(B,)Ss(Bs)
=0101 1100 1000 0010 1011 0101 1001 0111

K, ® E(R,) =011000 010001 011110 111010 100001 100110 010100 100111

S1

Col utm Nurber

Row

No. 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 14 4 13 1 215 11 8 3 10 6 12 5 9 0 7
1 0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
2 4 1 14 8 13 6 211 15 12 9 7 310 5 O
3 15 12 8 2 4 9 1 7 511 314 10 0 6 13

S1(B1)S2(B2)S3(B3)S4(B4)S5(Bs)S6(Be) S7(B7)Sg(Bg)

16 7 20 21
29 12 28 17

32 27 3 9
19 13 30 6
22 11 4 25

f=00100011 0100 1010 1010 1001 1011 1011

6bits used to determine the address in the S boxes as
follows:

Bit 1 and 6 are combined and converted to decimal to
know the column.

Bit 2 — 5 are converted to decimal to know the row
e.g. $,(011000) = (00, 1100) = (0,12) =5 (0101)



Putting it together

Fori=1

L, =1100 1100 0000 0000 1100 1100 1111 1111

f,=0010 0011 0100 1010 1010 1001 1011 1011

R, = Ly @ f(Ry, k1)

= 1100 1100 0000 0000 1100 1100 1111 1111
+ 0010 0011 0100 1010 1010 1001 1011 1011
=1110 1111 0100 1010 0110 0101 0100 0100

Fori=16

L, =0100 0011 0100 0010 0011 0010 0011 0100
R, =0000 1010 0100 1100 1101 1001 1001 0101

Reverse the order L;(R;¢ -> Ry(Lig

R,6L16 =00001010 01001100 11011001 10010101 01000011 01000010 00110010 00110100

|

1Pt

40
39
38

48 16 56 24 64 32
47 15 55 23 63 31
46 14 54 22 62 30

PN W 0oy o

37 45 13 53 21 61 29
36 44 12 52 20 60 28
35 43 11 51 19 59 27
34 42 10 50 18 58 26
33 41 9 49 17 57 25

|

IP-1 =10000101 11101000 00010011 01010100 00001111 00001010 10110100 00000101

A 4

85E813540F0AB405 (Hexadecimal)




Brute-force attack on DES

* 56-bit key size
° 256

* On a dedicated hardware
* Crack.sh could exhaust the key space in ~ 26 hours
* Using:
48 Xilinx Virtex-6 LX240T FPGAs
Each FPGA contains a design with 40 fully pipelined DES cores running at 400MHz
= 400,000,000 * 40 = 16,000,000,000 keys/sec
With 48 FPGAs = 768,000,000,000 keys/sec
2°%/768,000,000,000 =~ 26hours



Exercise (1min)

* How long will it take to brute-Force a 128-bit DES using the crack.sh
dedicated hardware?

~ 1.4 * 10*° years



Over the years, many attackers challenged
PEE. 'H'e Was de'Fen-rﬁd [g] aevﬁr‘n| bnfﬂea.

o

EFFs Deep Crack Diafribufed,nefT

Source: http://www.moserware.com/2009/09/stick-figure-guide-to-advanced.html



DES 2 rimes in row to form 'TI'IF|¢'I:’55.' Thi

worked. but it was ﬂW‘FH“}!' slow.

Ijhe al‘:l}r way to stop the attacks was to use J
-1

A\
Triple-DES



* 3DES was born due to the short key length of DES (56 bits)

* Requires that DES is performed 3 times
* Main challenge: Very slow

* NIST gave another call for another symmetric cipher with the strength
of 3DES but faster to implement even on hardware

!Aﬁafhﬂr CIECI'EE went OHT*J

"ﬂ't ne-Ed :omefhing ar
/~ least as strong as

Trlpie.":Df:s, buf it hna

to be 'Faa--r and ﬂe.::ible.

NIST

* ~early 1997



Advanced Encryption Standard (AES)

.and now I'm the new king of the erypro
world. You can find me E?:r}rwhcr:. Intel
is even pu-r-ring native instructions for me
Iir"..- Tl‘u!'.ir' Pnext ::|"|'|F to makﬁ me amakin' 'Fnaf!

]

Intel Processor Roadmap

Eﬂﬁd?‘ BH dat
‘

Sweetness |\ =

Nchal:m

A
2009




Advanced Encryption Standard (AES)

* Block cipher with 128 bit block size

* Key size varies between 128, 192 and 256 bits
* Unlike DES, AES does not use Feistel structure
* Based on substitution-permutation network

KO i
X
SIS S|S
I I 128
diffusion
128/192/256
K Fan Fan D Va AES /k /
1 Ly 74 7 A\~ Ay
STIS|[IS]||S
[ [ [ | 128
diffusion

NN y



AES Description

128-bit plaintext

Round keys
Pre-round )
transformation K,
Round 1 < K,
Round 2 <
KZ
Round N )
(Slightly different) Ky

v
128-bit ciphertext

Key
128, 192, 256 bits

R eysie

10 128
12 192
14 256

Source: tutorialspoint.com



Encryption process

* Four sub-processes

* SubBytes
» 16 input bytes (128 bits) are substituted by looking
up a fixed table (S-box) resulting in a 4 X 4 matrix

e ShiftRows

* Each of the 4 rows of the matrix is shifted to the
left. Any entry that fall off are re-inserted on the
right side

e MixColumns

e Each column of four bytes is transformed using a
special mathematical function to produce new
matrix of 16 bytes

 AddRoundKey

 The 16 bytes (128 bits) are XORed with the 128
bits of the round key. The output is fedback into
the next round otherwise it is the ciphertext

Cipher key

l

Ko (128 bits) ———  AddRoundKey

K, (128 bits)

Plaintext

|

SubBytes

ShiftRows

AddRoundKey

Round 1




Decryption Process

* Reverse process of encryption
e Add round keys

* Inverse Mix columns

* Inverse Shift rows

* Inverse Byte substitution



Quiz (5mins

1. The basic elements of a sound cryptography are:
a) Diffusion, Key secrecy and Confusion
b) Encryption, Key secrecy, confusion
c) Encryption, decryption, key secrecy
2. In a block cipher:
a) Messages are encrypted at once
b) Messages are split into blocks before encryption
c) Messages are split into two before encryption
3. Symmetric encryption can provide:
a) Non-repudiation
b) Confidentiality
4. The following are challenges with symmetric encryption except:
a) Key distribution
b) Key management
c) Speed of execution
5. In stream ciphers:
a) Successive keys are used to encrypt plaintext message
b) The same key is used to encrypt plaintext message
6. The security of cryptography must rely on
a) keeping the cryptography algorithm secret
b) Keeping both the crypto algorithm and the key secret

c) Keeping only the key secret



