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Previously

• We looked at historical ciphers
• Shift, Substitution, Vigenere, Hill

• Popular war era cryptography machines such as the Enigma cipher 
used by the German army was based on a more sophisticated 
substitution cipher

• Relies on secret sharing
• 1950 –

• Modern ciphers

https://en.wikipedia.org/wiki/Timeline_of_cryptography



Symmetric Encryption
• Private key encryption
• Shared secret
• Secret key
• The secret key has to be shared securely between Bob and Alice

• A locked briefcase
• You need to know the combination to unlock

Encryption DecryptionCiphertextPlaintext Plaintext

Key Key



Symmetric Encryption Security Application
• Confidentiality
• Very fast compared to asymmetric encryption
• Because of this, a hybrid approach is often used in practice



Challenges with symmetric cryptography

• The 2 parties must agree on secret key
• Key management problem

• Not scalable: Users require many keys to manage. Users need unique pair of
keys

• Key distribution problem
• Requires a secure mechanism to deliver keys properly

• Does not provide non-repudiation
• Limited authentication (e.g. MAC)



A little about Boolean Algebra

A B A XOR B A mod B

0 0 0 0

0 1 1 1

1 0 1 1

1 1 0 0

We are particularly concerned with the Exclusive-OR (XOR) operator in cryptography

The XOR Truth table: XOR is equivalent to modulo 2 system

e.g.
1000001ଶ ⊕ 0110110ଶ = 11101112

1 0 0 0 0 0 1

0 1 1 0 1 1 0

1 1 1 0 1 1 1

+



Conversion between common number
systems

• Binary
• Decimal
• Hexadecimal



Decimal to Binary

Divisor Dividend Remainder

2 65

2 32 1

2 16 0

2 8 0

2 4 0

2 2 0

2 1 0

0 1

6510
5410

Divisor Dividend Remainder

2 54

2 27 0

2 13 1

2 6 1

2 3 0

2 1 1

2 0 1

= 10000012
= 1101102 



Binary to Decimal

ଵ଴ ௡
௡ିଵ

௡ିଵ
௡ିଶ+ . . . + ଴

଴

Convert 10000012 to decimal number

+



Binary to Hexadecimal

Break down the bits into nibbles (4-bit) group from right to left
Convert each nibble to decimal
If decimal is greater than 9, encode as A = 10, B = 11, C = 12, D = 13, E = 14, F = 15

Convert 10000012 to Hexadecimal number

1000001 = 0100 0001

0100 = 4

0001 = 1

= 4116



Hexadecimal to Binary

• Obtain the binary digits (nibble) for each number from the
hexadecimal number

• Put all the binary together into one binary sequence.
• Convert back to decimal

Convert 4116 to binary

4116 = 0100 00012



Exercise (5mins)

• Convert 76 to binary
• Convert A5 to Decimal
• Convert 10001001012 to hex



Solution

• 76 = 10011002

• A5 = 1010 01012 = 165
• 10001001012 = 0010 0010 0101 = 225hex



Character encoding

Plaintext: BERGEN IS BEAUTIFUL ASCII: 6669827169781277383127666965858473708576

HEX: 42455247454E7F49537F42454155544946554C

Binary: 1000010010001010101001001000111010001010100111001111111010010010101001101111111010000100100010101000001010101010101010001001001010001100101010101001100



Block vs. Stream Ciphers

• Block Ciphers: Successive plaintext elements are obtained using the 
same Key K

• Stream Ciphers: Generate a key stream Z = z1z2… to encrypt a 
plaintext x = x1x2…



Stream Ciphers

• The plaintext, the ciphertext and the key stream consist of individual bits.
• ௜ ௜ ௜

௜ ௞೔ ௜ ௜ ௜

௜ ௞೔ ௜ ௜ ௜

This is an XOR operation
And both the encryption and decryption are the same function



Example
Alice wants to encrypt the letter A using the keystream k = 0101100 and send it to Bob
ASCII value for A = 6510

6510 = 10000012

1 0 0 0 0 0 1

⊕

0 1 0 1 1 0 0

1 1 0 1 1 0 1

𝐴 = 1000001ଶ

1101101 = m
1 1 0 1 1 0 1

⊕

0 1 0 1 1 0 0

1 0 0 0 0 0 1

𝐴 = 1000001ଶ



Security in cryptography

• Computational security
• Unconditional security

Kerckhoffs' Principle: The security of a cryptosystem must not depend on
keeping secret the crypto-algorithm. The security depends only on keeping secret
the key.

Security by obscurity



Unconditional security

• A crypto system is unconditionally secured or information-
theoretically secure if it cannot be broken even with infinite 
computational resources

• Assumes no limit on computational resources
• e.g. One-Time Pad

• Key stream is generated by a true random number
• Encryption key length is the same as the length of the plaintext 
• and each key is used only once (not repeated)

• All known practical algorithms are not unconditionally secure
• We only think about computational security



Computational Security

• A crypto system is computationally secure if the best known 
algorithm for breaking it requires at least t operations

• But we don’t know what the best algorithm is for a given attack
• And if we know the lower bound of the complexity of one attack, we do not 

know whether any other more powerful attacks exist (e.g. substitution cipher)

• For a symmetric cipher, we can only hope that there is no attack 
method with a complexity better than an exhaustive key search



Basics of cryptography

• Confusion
• Diffusion
• Key secrecy



Confusion
An encryption operation where the relationship between key and ciphertext is obscured. A common
approach for achieving confusion is through substitution



Diffusion
An encryption operation where the influence of one plaintext symbol is spread over many ciphertext
symbols in order to hide the statistical properties of the plaintext. Bit permutation is one approach to 
achieve diffusion.



Key secrecy



Block ciphers – basic idea

• Operates on a fixed size block of data (e.g. 128bits blocks)
• Uses a secret key (relatively same length)
• If the final block size is less than the fixed size, it must be padded
• Based on Feistel and SP networks

Encrypt block Decrypt blockCiphertext
Block

Plaintext
Block

Plaintext
Block

Key Key



Feistel Cipher vs. SP Network



Feistel Cipher

• Examples of Block Ciphers using a Feistel structure:
• DES

• Published 1977
• Designed by IBM

• Blowfish
• Published 1992
• Designed by Bruce Schneier

• RC5
• Published 1994
• Designed by Ron Rivest



SP Network

Examples of Block Ciphers using a SP Network structure:
• AES (Rijndael)

• Published 1998
• Designed by Vincent Rijmen and Joan Daemen

• CAST-128
• Published 1996
• Designed by Carlisle Adams and Stafford Tavares

• IDEA - International Data Encryption Algorithm
• Published 1991
• Designed by Xuejia Lai and James Massey



Modes of Operation

• How to encrypt messages with arbitrary-length using a block cipher
• We divide message into blocks
• Then, we encrypt each block independently

• The last block may need to be extended to fit the block size
• Padding

• Some modes need an additional input value
• Initialization vector



Padding

• Different padding schemes
• Zero

• ... | DD DD DD DD DD DD DD DD | DD DD DD DD 00 00 00 00 | (add zero bytes)
• OneAndZeroes Padding

• ... | 1011 1001 1101 0100 0010 0111 0000 0000 | (padded with 0x80 byte and add zeros to 
make the desired bytes)

• ANSI X923
• ... | DD DD DD DD DD DD DD DD | DD DD DD DD 00 00 00 04 | (last byte specifies the number

of padded bytes with the other padding bytes as zero)
• ISO 10126 

• ... | DD DD DD DD DD DD DD DD | DD DD DD DD 81 A6 23 04 | (last byte specifies the
number of padded bytes with other bytes randomly chosen)

• PKCS#5
• ... | DD DD DD DD DD DD DD DD | DD DD DD DD 04 04 04 04 | (append required byte length

repeatedly)



Padding security

• Good padding scheme
• Padded bit/bytes are random

• Encryption does not conceal the length of the message being
encrypted

• Choice of padding scheme affects message security



Initialization Vector (IV) - Nonce

• It is a fixed-sized input value
• Should be random
• Unique
• Unpredictable



Modes of Operation

• Electronic Code Book (ECB) Mode
• Cipher Block Chaining (CBC) mode
• Cipher Feedback mode (CFB)
• Output Feedback mode (OFB) 
• Counter mode (CTR)



Electronic Code Book (ECB) Mode
• Split the message into blocks of n bytes of data (e.g. 16bytes)
• Pass each block through the encryption algorithm
• Uses the same key each time

Plaintext 0

Ciphertext 0

EKey

Plaintext 1

Ciphertext 1

EKey

Plaintext 2

Ciphertext 2

EKey



ECB Mode

• Strengths
• No need of block synchronisation

• If there is transmission problems or bit errors, it is still possible to decrypt received
blocks

• Block ciphers in ECB mode can be parallelized

• Weaknesses
• Encryption is highly deterministic (i.e. Identical plaintext block results in 

identical ciphertext block)
• Plaintext blocks are encrypted independently of previous blocks
• Plaintext patterns are still visible after encryption



Cipher Block Chaining (CBC) mode

• Encryption is dependent on values from the previously encrypted block
• The encryption of all blocks are chained together

• Each plaintext block is XOR’ed with the previous ciphertext block before encryption

• The encryption is randomized using an initialization vector (IV) (nonce)

Plaintext 0

Ciphertext 0

XOR

E

Initialization Vector (IV)

Plaintext 1

Ciphertext 1

XOR

E

Plaintext 2

Ciphertext 2

XOR

EKey Key Key



CBC Mode
• Strengths

• Same messages using the same keys will be encrypted to different ciphertexts
• Message can be decrypted from any part and decryption function can therefore be parallelized
• Plaintext patterns are not visible (blurred)

• Weaknesses
• Encryption has to be performed sequentially
• Bit error in one block affects preceeding blocks



Output Feedback Mode (OFB)
• The whole output of the previous block’s calculation is used as input for the next block’s

encryption
• Uses the block cipher as a building block to build a stream cipher encryption scheme
• The output of the cipher gives key stream bits that can be used to encrypt plaintext bits using the

XOR operation



OFB Mode
• Strengths

• Keystream can be pre-computed
• No padding

• Weaknesses
• Keystream computation cannot be parallelized
• Susceptible to bit-flipping attacks



Cipher Feedback (CFB) Mode

• Previous ciphertext is used to encrypt the next block of data
• Similar to OFB but uses only the ciphertext as feedback



CFB Mode
• Strengths

• No padding
• Decryption can be parallelized

• Weaknesses
• Encryption cannot be parallelized
• No pre-computation of the keystream
• Susceptible to bit-flipping attacks



Counter (CTR) Mode

• Also uses block cipher as a stream cipher
• The input to the block cipher is a counter that takes new value each

time a new key stream is computed
• Encryption/decryption of a block does not depend on the previous

blocks



CTR Mode
• Strengths

• Encryption and decryption can be parallelized
• No padding
• Keystream can be pre-computed (in parallel)

• Weaknesses
• Dangerous when key and nonce/counter are reused
• Susceptible to bit-flipping attacks



Data Encryption Standard (DES)
• Published by National Institute of Standards and Technology (NIST)
• Replaced in 1999 with Advanced Encryption Standard (AES)
• DES encrypt 64 bits length of blocks using 56 bits key size
• Uses the Feistel network

DES k

x

y

64

56

64



Feistel Network
• Symmetric structure named after the German IBM cryptographer Horst Feistel
• Product ciphers

• Permutation (bit-shuffling) - produces diffusion
• Non-linear functions (substitution boxes or S-boxes) – produces confusion
• Linear mixing using XOR to perform confusion and diffusion

𝐼𝑓 𝒇 𝑖𝑠 𝑡ℎ𝑒 𝑟𝑜𝑢𝑛𝑑 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑎𝑛𝑑 𝑘ଵ, 𝑘ଶ, ⋯ , 𝑘௡ are  the subkeys for the rounds
1,2, ⋯ , 𝑛 𝑟𝑒𝑠𝑝𝑒𝑐𝑡𝑖𝑣𝑒𝑙𝑦

𝑆𝑝𝑙𝑖𝑡 𝑡ℎ𝑒 𝑝𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡 𝒙 𝑖𝑛𝑡𝑜 2 𝑒𝑞𝑢𝑎𝑙 𝑝𝑖𝑒𝑐𝑒𝑠 (𝐿ଵ, 𝑅ଵ)

𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑟𝑜𝑢𝑛𝑑 𝑖 = 1, 2, ⋯ , 𝑛, 𝑤𝑒 𝑐𝑜𝑚𝑝𝑢𝑡𝑒:

𝐿௜ାଵ =  𝑅௜

𝑅௜ାଵ =  𝐿௜ ⊕ 𝑓(𝑅௜, 𝑘௜)

𝑇ℎ𝑒 𝑓𝑖𝑛𝑎𝑙 𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡 𝑦 =  (𝑅௡ାଵ, 𝐿௡ାଵ)



Feistel Network

To decrypt a we basically reverse the process:

𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑟𝑜𝑢𝑛𝑑 𝑖 = 𝑛, 𝑛 − 1, ⋯ , 1, 𝑤𝑒 𝑐𝑜𝑚𝑝𝑢𝑡𝑒:

𝑅௜ =  𝐿௜ାଵ

𝐿௜ =  𝑅௜ାଵ ⊕ 𝑓(𝐿௜ାଵ, 𝑘௜)

𝑇ℎ𝑒 𝑓𝑖𝑛𝑎𝑙 𝑝𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡 𝑥 = (𝐿ଵାଵ, 𝑘௜)


